
PURPOSE  
 
The purpose of this policy is to ensure, preserve and protect the confidentiality, integrity 
and availability of Kentucky State University Resources and Systems by using access 
controls. Access controls will minimize exposure from unauthorized use. 

SCOPE 
 
This policy and all implementing standards and procedures applies to all KSU students, 
faculty, staff, Board of Regent members, and all others who use, have access to, store, 
transmit or oversee KSU information technology resources. This applies to access of 
any KSU information resource from any device. 

POLICY 
 
Access to mission critical systems and/or systems that contain confidential or restricted 
information will only be provided to users based on business requirements, job function, 
responsibilities, or need-to-know basis. These systems must provide an authentication 
protocol and access to these systems must be approved by the appropriate supervisor 
and/or data owner.  

Additional Access Control policies that apply: 

Data Classification 

Email 

Passwords 

ENFORCEMENT 

Any individual who violates this policy may result in disciplinary action including but not 
to termination, loss of data access privileges, administrative sanctions, and personal 
civil and criminal liability.  
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